DATA PROCESSI NG AGREEMENT -
DOVANENNAME

Processor Data Protection Obligations

Version: 1.0 Effective Date: 18th May 2026 Conpany: CRI SALEO LI M TED
Operati ng Donmi ns: domanennane. com | domanennane.it | donmanennane. eu
| domanennane. us | domanennane. de

Governing Law. The | aws of England and Wales \(English Law), with
GDPR conpliance for applicable territories Jurisdiction: Courts of
Engl and and Wl es

1. |1 NTRODUCTI ON

This Data Processing Agreenent \("DPA'\) establishes the terns under
whi ch CRI SALEO LIM TED \ ("the Processor"\) processes personal data on
behal f of customers \("the Controllers"\) in accordance with:

- UK General Data Protection Regulation \(UK GDPR\) - Data Protection
Act 2018

- EU CGeneral Data Protection Regulation \(GDPR\) - EU Regul ation
2016/ 679

- CCPA \(California Privacy Rights Act\) - for California residents
- Local data protection laws - applicable jurisdictions

This DPA is an essential addendum to Domanennane’'s Terns of Service
and Privacy Policy.

2. DEFI NI TI ONS

2.1 Key Ternms

- Personal Data: Any information relating to an identified or
identifiable natural person

- Processing: Any operation perforned on personal data \(collection,) Tj ETBT/F

- Controller: Customer who determines the purpose and neans of
processi ng \ (Domanennane custoner\)

- Processor: CRISALEO LIM TED / Domanenname - provi des processing
services

- Sub-Processor: Any third party engaged by the Processor to process
dat a

- Data Subject: Individual to whom personal data rel ates
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- Recipient: Any person or entity receiving personal data

- Data Breach: Unauthorized or accidental disclosure of personal
dat a

- GDPR: General Data Protection Regulation \(EUW UK | egislation\)
- Consent: Clear, freely given permission to process data
- Legitimate Interest: Processor’s valid reason to process data

- Special Category Data: Sensitive data requiring hei ghtened
protection

2.2 Rol es
Domanennane Rol e: PROCESSOR

- Domanennane is a Data Processor, not a Data Controller
- Domanennane processes data on custoner’s instructions

- Domanennane is not the legal entity responsible for processing
deci si ons

Cust oner Rol e: CONTROLLER

- Custoner is the Data Controller
- Custoner determ nes what data is collected and why
- Custoner is primarily responsible for GDPR conpliance

3. SCOPE OF PROCESSI NG

3.1 Personal Data Processed

Domanennane processes the follow ng personal data on behal f of
customers:

3.1.1 Domai n Registrant Data \ (| CANN- Required\)

- Full nane and surnane

- Postal address \(conplete\)

- Emmil address

- Tel ephone nunber

- Company/ Organi sation nanme \(if applicable\)

- Country/jurisdiction

Legal Basis for Processing: | CANN mandatory requirenments; contract
per f or mance

Retention: Duration of donmmin registration + 1 year
post-cancel l ation \ (1 CANN audit requirenent\)

3.1.2 Adm ni strati ve and Techni cal Contacts

- Contact nanme and enmi
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- Tel ephone nunber
- Organi sation
Legal Basis: Contract performance and domain techni cal nanagenent

Retention: Duration of domain registration + 6 nonths

3.1.3 Billing and Paynent Data
- Cardhol der nane

- Billing address

- Last 4 digits of paynent card
- Paynment net hod used

- Transaction history

I nvoi ce records

Legal Basis: Contract perfornance; |egal obligation \(tax records\)

Retention: Full paynment history retained for 10 years \(UK tax) Tj) ETBT/F1 11 T

Note: Full credit card nunbers are NOT processed or stored by
Domanennane

3.1.4 Access and Account Data

- Username/emai |l used for |ogin

- | P addresses used for access

- Login tinestanps

- Device infornmation

- Browser information

- Session data

Legal Basis: Legitimate interest \(security\); contract perfornance

Retention: 12 nonths for security logs; 24 hours for active sessions

3.1.5 Communi cati on Data

- Support emmils and chat transcripts

- Correspondence w th custoner

- Feedback and conpl aints

- Newsletter subscriptions \(if opted in\)

Legal Basis: Contract performance; legitimate interest; consent

Retention: 24 nonths \(dispute resolution\); 12 nonths standard

3.2 Purposes of Processing

Domanennane processes personal data for
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| Purpose | Legal Basis | Retention
[--------- [------mmmem- [------oe--- | | Domain registration and

managenent | Contract | Registration duration | | Billing and
paynment | Legal obligation | 10 years \(tax\) | | Custoner support
Contract | 24 nonths | | Service conmunication | Contract +
Legitimate interest | Duration | | Security and fraud prevention
Legitimate interest | 12 nonths | | System nmai ntenance and backups
Legitimte interest | Backup duration | | Law enforcenent conpliance
| Legal obligation | As required by law | | I CANN audit conpliance
Legal obligation | 12 nmonths post-cancellation | | Service

i nprovenents | Legitimate interest | Until anonym sed

3.3 Categories of Data Subjects
Personal data is collected from about:

- Individual domain registrants

- Administrative contacts for domains

- Technical contacts for domains

- Billing contacts and account hol ders

- Support request submitters

- Email recipients \(for conmunications\)

- Website visitors \(limted technical data\)

4. PROCESSOR OBLI GATI ONS

4.1 Core Processing Requirenments

Domanennane \(as Data Processor\) conmits to:

4.1.1 Processing on Instructions Only

- Personal data processed only on docunmented custoner instructions
- Data not processed for Donanenname’s own purposes \(except as) Tj ETBT/F1 11

- |f custoner instructions conflict with | aw, Domanennane w | |
notify custoner

- New purposes require customer witten approval

4.1.2 Confidentiality

- Al staff accessing personal data bound by confidentiality
obl i gations

- Staff nmenbers trained on data protection and confidentiality

- Confidentiality obligations survive enploynent term nation

- Third parties subject to witten confidentiality agreenents
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4.1.3 Data Security

I mpl ement technical and organi sational security nmeasures \(Section) Tj ETBT/F

Prot ect personal data agai nst unauthorised or unlawful processing
Prot ect agai nst accidental |oss, destruction, or damage

Regul arly test security neasures

Mai nt ai n i nci dent response procedures

4.1.4 Conpliance with GDPR Articles

Domanennane conplies with applicable GDPR articles including:

Article 32: Security of processing

Article 33: Breach notification

Article 34: Comunication with data subjects

Article 35: Data Protection |Inpact Assessnent

Article 36: Prior consultation with supervisory authority
Article 37: Appointnment of Data Protection Oficer

4.2 Subject R ghts Support

Domanennane provi des reasonabl e assi stance to custoners for:

4.2.1 Right of Access \(Article 15\)

Custoner requests personal data held about a data subj ect
Domanennane extracts and provides data in common format
Supports custoner in responding to data subject access requests

.2.2 Right to Rectification \(Article 16\)

Dat a subj ect requests correction of inaccurate data
Domanennane i npl enents corrections requested by custoner
Confirms correction to data subject

.2.3 Right to Erasure \(Article 17\)

Dat a subj ect requests del etion

Domanennane del etes data \(subject to |legal retention requirenents\)
Confirms deletion to data subject

Notifi es Sub-Processors of deletion

.2.4 Right to Restrict Processing \(Article 18\)

Custoner requests processing restriction
Domanennane restricts processing of flagged data

Mai nt ai ns data but does not process except with custoner
aut hori sation
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4.2.5 Rght to Data Portability \(Article 20\)

- Custoner requests data in machi ne-readabl e for nat
- Domanennane provides in CSV, JSON, or XM format
- Supports transfer to another processor if requested

4.2.6 Right to Object \(Article 21\)

- Data subject objects to processing

- Custoner notified of objection

- Domanennane suspends processing pendi ng customer instruction

4.2.7 Rights Regardi ng Aut omated Deci si on-Making \(Article 22\)

- Domanennane does not use fully automated deci sion-making with
| egal effect

- Domai n suspensi on/ cancel |l ati on invol ves human revi ew

- Data subject has right to human revi ew

4.3 Transparency and Docunent ati on
Domanennane mnai nt ai ns:

- Records of Processing Activities: Detail ed docunentation of al
processi ng

- Privacy Notices: Cear explanations of data use

- This DPA: Formal agreement establishing processor role
- Privacy Policy: Available to all custoners

- Audit Trails: Records of who accessed data and when

5. DATA SECURI TY MEASURES

5.1 Technical Security Controls

5.1.1 Encryption

- In Transit \(TLS/SSL\): Al data transnitted via HTTPS with TLS 1.2
or hi gher

- At Rest: Database encryption using AES-256 or equival ent

- Backup: Encrypted backups stored separately

- Key Managenent: Encryption keys managed securely, not stored with
encrypted data

5.1.2 Access Controls

- Authentication: Unique usernanes and strong passwords required

- Milti-Factor Authentication \(MA\): 2FA avail abl e; recomended for
staff
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Rol e- Based Access Control \(RBAC\): Staff access limted to
necessary data

Principle of Least Privilege: Mnimal access grants by default

Segregation of Duties: Critical functions require nultiple staff
nmenber s

.1.3 Infrastructure Security

Firewall: Perinmeter firewall with intrusion detection/prevention

Web Application Firewall \(WAF\): C oudflare WAF protecting agai nst
attacks

DDoS Protection: Coudflare DDoS nitigation
Intrusion Detection: 24/7 network nonitoring
Secure Baselines: Servers hardened per security benchmarks

.1.4 Monitoring and Detection

Anomal y Detection: Al-powered nonitoring for unusual activity

Log Monitoring: Real-tine alerts for suspicious events

File Integrity Mnitoring: Detection of unauthorised file changes
Vul nerability Scanni ng: Wekly aut omat ed scans

Penetration Testing: Annual third-party testing

.2 Organi sational Security Measures

. 2.1 Personnel Security

Background Checks: Conducted before enpl oynent

Security Training: Annual nandatory training on data protection
Confidentiality Agreenments: Al staff sign binding agreenents
Need-t o- Know. Staff access data only if necessary for role
Terni nati on Process: Access revoked upon enpl oynent term nation

. 2.2 Physical Security

Data Centre Security: Facilities managed by certified providers
Access Control s: Badge access and bionetric controls

CCTV: Video surveillance of data centre areas

Envi ronnmental Controls: Fire suppression and tenperature contro
Backup Location: Ceographically separate fromprimary

. 2.3 Governance and Conpli ance

Data Protection Oficer: Appointed DPO overseei ng conpliance

Data Protection |Inpact Assessment: Conducted for high-risk
processi ng

Dat a Processing Records: Mintai ned per CDPR requirenments
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- Incident Response Pl an: Docunented procedures for breaches
- Annual Audit: Third-party security audits conducted

5.3 Certifications and Standards

Domanenname conplies with:

| SO 27001: Information security nanagenent system
- PCl-DSS Level 1: Paynent card data security

- SOC 2 Type Il: Service organi sation controls

- GDPR Article 32 Requirenments: Security obligations
- UK Data Protection Act 2018: UK | aw conpliance

6. SUB- PROCESSORS AND | NTERNATI ONAL TRANSFERS

6.1 Sub-Processors
Domanenname engages sub-processors to:

- Registry Partners: Process domain registration data

- Paynment Processors: Process billing data

- Coud Infrastructure: Host systens and data

- Backup and Di saster Recovery: Ensure business continuity
- Support and Mnitoring: Third-party security tools

6.1.1 Authorised Sub-Processors

Sub- Processor | Purpose | Location | Standard | |[---|---]---]---]

I
| OpenProvider | Domain registration | Netherlands | GDPR-conpliant

| | eNom | Donmin registration | USA | SCCin place | | Ascio
Technol ogies | Domain registration | Denmark | GDPR-conpliant | |
Twcons Dormains | Domain registration | USA | SCCin place | | Stripe
| Payment processing | USA/EU | PCI-DSS Level 1 | | PayPal | Paynent
processing | USA/EU | PCl -DSS conpliant | | Google Coud |
Infrastructure | EUWUS | Data Processing Agreenment | | AWS | Backup
and recovery | EWUS | Data Processing Agreenent | | Cloudflare |
CDN and security | Gobal | Data Processing Agreenent |

6. 1.2 Sub-Processor Requirenents

Al'l sub-processors nust:

- Execute written Data Processi ng Agreenent

- Comply with GDPR or equival ent protections

- Inplenment security measures equival ent to Donanennarmne
- Not engage further sub-processors w thout approval

- Maintain confidentiality of personal data
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- Assist with data subject rights
- Notify of data breaches

6. 1.3 Changes to Sub-Processors
Custoner Right to Object:

- Domanennane provi des 30 days’ notice of new sub-processors
- Custoners may object in witing

- If objection not resolved, customer may term nate affected
services

- No penalty for term nation due to sub-processor change

6.2 International Data Transfers

6.2.1 Transfer Mechani sns

Personal data is transferred outside UK/ EU to the follow ng
countries:

USA \ (OpenProvi der, eNom Twcons, Stripe, Google Coud, AWS ) Tj ETBT/F1 11 Tf 1

- Mechani sm Standard Contractual C auses \(SCQ)

- Status: Approved by relevant data protection authorities

- Agreenent: Data Processing Agreenents executed

- Safeguards: US cloud providers provide contractual guarantees
Denmar k \ (Asci o Technol ogi es\)

- Mechani sm GDPR adequacy \(Denmark part of GDPR regine\)
- Status: No transfer issues; equivalent protections

- Safeguards: Full GDPR conpliance

Net her | ands \ (OpenProvi der\)

- Mechani sm GDPR adequacy \(Netherlands part of GDPR regine\)
- Status: No transfer issues; equivalent protections
- Safeguards: Full GDPR conpliance

6. 2.2 Suppl ementary Saf eguards
For transfers to USA, Domanennane has i npl enent ed:
- Contractual Protections: Standard Contractual C auses w th binding

force

- Transparency: US governnent access disclosed in Data Processing
Agr eenment s

- Technical Measures: Encryption during transm ssion and storage
- Consent: Custoners informed of international transfers \(Privacy) Tj ETBT/F1
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6.2.3 Custoner Data Subject Rights
Dat a subj ects have right to:

- Know data is transferred internationally

- Understand protections in place

- Request transfer restrictions \(where permtted\)
- hject to transfer \(where permitted by [ aw)

To Exercise Rights:

- Contact: privacy@onanennamne. com
- Request: Information on transfers and protections

7. DATA BREACH AND | NCI DENT RESPONSE

7.1 Data Breach Definition

A data breach is:

Unaut hori sed or accidental access to personal data
Unaut hori sed or accidental transm ssion of data
Unaut hori sed or accidental alteration of data

Unaut hori sed or accidental deletion of data
- Destruction or loss due to systemfailure

- Accidental |oss of backups or archives

Not a breach

- Aut horised access or processing
- Access by lawful authority with warrant
- Encrypted data with secure keys \(if not conprom sed\)

7.2 Incident Response Procedure

Upon Di scovery of Suspected Breach:

Step 1. Immedi ate Contai nnment \(0-24 hours\)

- Imediately isolate affected systens
- Preserve evidence

- Assess scope of breach

- ldentify affected personal data

- Stop further unauthorised access

- Docunment tineline and actions

Step 2: Assessnent \(24-48 hours\)

- Determ ne which data was accessed
- ldentify how |l ong data was exposed
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- Assess likelihood of unauthorised use
- Evaluate risk to data subjects

- Determine if notification required

- Docunent findings

Step 3: Custoner Notification \(lmediate\)

- Email to custoner within 24 hours of confirmed breach
- Details:

- Nature of breach

- Date/tinme discovered

- Data affected

- Number of individuals affected

- Ri sk assessnent

- Actions taken

- Reconmmended renedi ati on
- Custoner directed to contact privacy@omanennane. com

Step 4: Supervisory Authority Notification \(If Required\)
- Notify relevant data protection authority within 72 hours
- If highrisk to data subjects
- Report nust include:

- Nature and scope of breach

- Personal data concerned

- Likely consequences

- Measures taken or proposed

- Data Protection Oficer contact

Step 5: Data Subject Notification \(If Required\)

- Notify affected individuals within 72 hours of custoner decision
- If highrisk \(e.g., financial fraud |ikely\)
- Notification includes:

- Nature of breach

- Data affected

- Risks to individua

- Steps taken to renedi ate

- Recommendations for individuals

- Contact information

Step 6: Investigation and Renediation \(1-2 weeks\)

- Full root cause analysis
- Remedi ation of vulnerability
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I mpl ement ati on of additional safeguards

- Custoner updated regularly

- Post-incident review

Docunent ati on of incident and | essons | earned

Step 7: Communi cation \(Ongoing\)

- Regul ar updates to customer

- Updates to supervisory authority if required
- Final incident report to custoner

- Recommendations for future prevention

7.3 Notification Timeline

| Phase | Tineline | Action | |------- [---------- | -------- | |

Di scovery | Inmmediate | Incident teamalerted | | Containnent | 0-24

hours | Systens isolated | | Assessnment | 24-48 hours | Scope

determined | | Custoner Notification | Wthin 24 hours | Email sent

to custoner | | Supervisory Authority | Wthin 72 hours \(if) Tj ETBT/F1 11 Tf 1

hours \(if required\) | Letters/emils sent

7.4 Incident Record Keeping
Domanennane mai ntai ns records of:

- Date and tinme of incident

- Date and tinme of discovery

- Date and tinme of notification

- Description of personal data affected
- Number of data subjects affected

- Nunber of records affected

- Ri sk assessnent concl usion

- Actions taken

- Lessons | earned

I nci dent investigation report

8. AUDI T AND COVPLI ANCE

8.1 Audit Rights
Custoner Right to Audit: Custoners have right to:

- Request information about processing activities
- Request evidence of security neasures
- Request audit reports \(upon reasonable notice\)
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- Conduct audit of Domanennane systens \(wth reasonable |imtations\)
- Request certifications \(l1SO 27001, SOC 2\)

- Request evidence of sub-processor conpliance

Audi t Request Process:

1. Email: conpliance@onanennamne. com

2. Specify: Audit scope, dates, systens invol ved

3. Scheduling: Wthin 30 days of request

4, Linmtation: Max 1 audit per year \(unless breach or conpliance) Tj ETBT/Fl1 1

5. Cost: Reasonable audits at no additional cost; extensive audits
may i ncur reasonable fees

Third-Party Audits:

- Custonmer may appoint third-party auditor

- Subject to signed confidentiality agreenent
- Domanennane provi des reasonabl e cooperation
- Costs borne by custoner

8.2 Conpliance Certifications

Domanennane mai nt ai ns:

| SO 27001: Current certification \(annual audit\)

- SOC 2 Type Il: Annual audit with report avail able to custoners
- GDPR Conpliance: Docunented conpliance with all requirenents

- PCl-DSS: Paynent card data security certification

Certificate Availability:

- Available to custoners on request
- Provided under confidentiality agreenment if requested
- Current copies maintained in conpliance departnent

8.3 Annual Revi ew
Domanennane conducts annual revi ew of:

- Data protection practices and procedures
- Security controls effectiveness

- Sub- processor conpliance

- International transfer safeguards

- Data mnimsation practices

- Incident | og and | essons | earned

- This DPA conpliance
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9. CUSTOVER RESPONSI BI LI Tl ES

9.1 Custoner (Obligations

As Data Controller, custonmers are responsible for

9.1.1 Legal Conpliance

Ensuring collection of personal data conplies with | aw
bt ai ni ng necessary consents from data subjects

Provi ding privacy notices to data subjects

Complying with data subject access rights

Conmplying with data subject erasure requests

Complying with GDPR Articles 12-22 \(data subject rights\)

.1.2 Processing Instructions

Providing clear, witten processing instructions
Ensuring instructions conply with applicable | aw
Noti fyi ng Domanennane of changes to instructions
Approvi ng Sub-Processors and transfers
Revi ewi ng and approving this DPA terns

. 1.3 Data Accuracy

Ensuring personal data provided is accurate and conplete
Updati ng data when changed

Ensuring authorisation to provide data

Ensuring data does not violate third-party rights
Ensuring data is not obtained through deception

.1.4 Data M nim sation

Col l ecting only necessary personal data

Revi ewi ng and del eti ng unnecessary data

Instructi ng Domanennane to del ete data when no | onger needed
Bal ancing data collection with privacy rights

9. 2 Customer Cooperation

Cust ormers nust cooperate with:

Provi di ng processing instructions in witing
Respondi ng to Domanennane requests for information
Assisting with data subject rights requests
Assisting with audit and conpliance activities
Notifying of |egal requests for data

Shari ng breach information pronptly
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9.3 Customer Support for Data Subject Rights

Custoners nust:

Provi de data subjects nmechanismto exercise rights \(through) T) ETBT/F1 11 T

- Respond to data subject requests

- Forward requests to Domanennane if unable to fulfill

- Cooperate with Domanennane in fulfilling data subject rights
- Not obstruct data subject exercises of rights

10. DATA RETENTI ON AND DELETI ON

10.1 Retention Peri ods

Personal data is retained for:

| Data Type | Retention | Reason | |---]|---]---] | Active domain
registrant data | Registration duration + 1 year | | CANN audit
requirement | | Cancelled domain data | 1 year post-cancellation
Legal hold; dispute resolution | | Paynent and billing data | 10
years | UK tax requirement | | Support conmunications | 24 nonths

Di spute resolution window | | Access logs | 12 nonths | Security and
audit | | Failed login attenpts | 6 nmonths | Security analysis |

Active sessions | 24 hours after |ogout | Session managenment only |
| Backup data | 30 days | Disaster recovery only |

10. 2 Del eti on Procedure
Upon Instruction to Del ete:

Customer or data subject requests deletion
Assessment of |egal retention requirenents

If no legal hold: Data marked for deletion
Physi cal / crypt ographi c deletion within 30 days
Sub- processors notified of deletion requirenent
Confirmation email to requester

Backup data del eted per backup retention policy
Exceptions to Del etion:

NS o0

- Active domain registration \(nust remain for | CANM)
- Tax records \(legal 6-year requirenent\)

- Ongoi ng | egal proceedings

- Court orders or |egal holds

- Regulatory requirenents \(e.g., AM./CFT\)
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10. 3 Retention Exceptions
Data may be retai ned beyond normal period if:

- Legal Hold: Court order or litigation pending

- Law Enforcenent: Investigation or prosecution pending

- Regul atory Requirenent: Tax, conpliance, or audit obligation
- Contractual Obligation: Custoner contract requires retention

11. TERM AND TERM NATI ON

11.1 Duration of DPA
Thi s DPA:

Enters into force: Upon custoner registration with Domanennane
Conti nues: For duration of customer relationship
Survives: Termnation of Ternms of Service \(for deletion/retention) Tj] ETBT/F

Amended: As required by |aw or new GDPR requirenents

11.2 Term nation of Processing
Upon custoner term nation of service:
30-Day Transition Period:

1. Custoner may request data export \(in portable format\)
2. Domanennane assists with data transfer to new processor
3. Data continues to be processed per instructions

4. Custoner reviews and approves data deletion plan

Del eti on Fol |l owi ng Termi nati on:

- Non-required data deleted within 30 days

- Backup data del eted per schedule \(max 30 days\)

- Sub-processors notified of service ternination

- Confirmation of deletion provided to custoner

Excepti ons:

- Data required for legal/regulatory reasons retai ned per retention
schedul e

- Backup data retained per backup retention policy

11. 3 Surviva

The followi ng obligations survive term nation:

- Confidentiality obligations
- Security obligations \(during transition\)
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- Data breach notification requirenents
- Audit rights \(for past processing\)
- Record-keepi ng requirenents

12. MODI FI CATI ONS AND UPDATES

12.1 GDPR Conpl i ance Updat es
Domanennanme nmay update this DPA:

- To conply with new GDPR gui dance

- To conply with new UK data protection | aw

- To reflect new security standards

- To add Sub-Processors

- To nodify retention periods \(within reason\)
Noti ce Requirenent:

- 30 days’ advance notice to all custoners
- Email notification of changes

- Summary of changes provi ded

- Updat ed DPA avail abl e on website
Custoner Right to Reject:

- Custoners may reject material changes

- Rejection nust be in witing within 30 days

- If rejected, custoner may terni nate service

- No penalty for term nation due to DPA changes

12. 2 Sub- Processor Changes

Changes to Sub-Processors require:

- 30 days’ advance notice
- Informati on about new Sub- Processor

Security and conpliance infornation provi ded
- Custoner right to object \(see Section 6.1.3\)

13. DI SPUTE RESOLUTI ON

13. 1 Processing Disputes
I f custoner disputes Domanennane’s processing:
Process:

1. Custoner contacts: privacy@onmanenname. com
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2. Dispute docunented in witing

3. Domanennane investigates within 15 days

4. Response provided with explanation and renedi ati on
5. If unresolved, escalation to DPO and nanagenent

13.2 Supervisory Authority Escal ation
I f di spute unresol ved:

- Custonmer may file conplaint with data protection authority
- UK Information Comm ssioner’s Ofice \(I1CO)

- EU. Custoner’s national data protection authority

- Domanenname will cooperate with authority investigation

13.3 Litigation and Arbitration
Fi nal di sputes nay be resol ved through:

- Gvil court proceedings \(Courts of England and Wl es\)
- Arbitration \(if custoner agrees\)
- Alternative dispute resol ution/nediation

14. GENERAL PROVI SI ONS

14.1 Governing Law
This DPA is governed by:

- Primary: UK General Data Protection Regulation \(UK GDPR\)
- Suppl enmentary: Data Protection Act 2018
- Interpretation: Laws of England and Wl es

14.2 Entire Agreenent

This DPA, together wth:

- Domanennanme Terns of Service
- Domanennane Privacy Policy

- This Acceptable Use Policy

- Refund and Cancel l ation Policy
Constitutes the entire agreement regardi ng personal data processing.

14. 3 Conflict Resol ution
If conflict between this DPA and ot her agreenents:

- GDPR requirenents take precedence
- Most protective interpretation adopted
- Domanennane and customer will reconcile in witing
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14.4 No Wi ver
Failure to enforce any provision:

- Does not constitute waiver of the provision
- Does not Iimt future enforcenent rights
- Does not affect other provisions

14.5 Severability
If any provision is invalid:

- Provision severed
- Oher provisions remain in effect
- Invalid provision replaced with valid equival ent

15. CONTACT | NFORNMATI ON

For DPA Questi ons:

- Email: privacy@omanenname. com
For Data Subject Access Requests:

- Email: privacy@omanenname. com

- Web Form https://domanennane. cont pri vacy-request
- Response Tine: 30 days

For Data Protection Oficer:

- Email: dpo@onmanenname. com
For Data Breach Notifications:

- Email: privacy@omanennamnme. com
- Urgent: https://domanennane. com breach-report
For Audit Requests:

- Email: conpliance@onmanennamnme. com
For Supervisory Authority Conplaints:

- UK: Information Conmi ssioner’s Ofice
- Website: https://ico.org.uk
- Phone: 0303 123 1113
- Address: Water Lane, Wgan, WN3 5DJ
- EU. Your national data protection authority

16. APPENDI CES
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Appendi x A: Sub-Processors List

[ See Section 6.1.1 - Authorised Sub-Processors table]

Appendi x B: Standard Contractual C auses
For international transfers to USA

- SCC Modul e One \(Custoner to Donanennane\)
- SCC Modul e Three \ (Domanennane to Sub- Processors\)
- Avail abl e upon request from conpliance@onmanennane. com

Appendi x C. Data Processing Record

Domanennane nai ntai ns Records of Processing Activities \(RPA\) per
GDPR Article 30:

- Avail able for customer review upon request
- Updated annual ly
- Provided under confidentiality agreement

Appendi x D: Security Docunentation

- 1SO 27001 Certificate \(current\)

- SOC 2 Type Il Report \(annual\)

- Penetration Testing Reports \(annual, non-public\)
- Data Protection Inpact Assessnent

Version: 1.0 Last Updated: 18th May 2026 Next Review 31st Decenber
2026 Effective Date: 18th May 2026

Approved by: CRI SALEO LIM TED DPO & Conpl i ance Team
| nportant Noti ce:
This Data Processing Agreenent is required by law \ (UK GDPR, EU GDPR,) Tj ETBT/

processi ng personal data. By registering a domain wth Domanennane,
you acknow edge that:

You have reviewed this DPA

You understand Domanennane’s rol e as Data Processor

You under stand your obligations as Data Controller

P wNPE

You consent to processing per this DPA
5. You accept international data transfers as described

If you do not accept these terns, you nmay not use Domanennane
servi ces. For questions or concerns, contact privacy@omanennane.com
i medi ately.
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