ACCEPTABLE USE POLI CY - DOMANENNAME

Perm tted and Prohi bited Uses of Donmins

Version: 1.0 Effective Date: 18th May 2026 Conpany: CRI SALEO LI M TED
Operati ng Donmi ns: domanennane. com | domanennane.it | domanennane. eu
| domanennane. us | domanennane. de

Governing Law. The | aws of England and Wal es \(English Law)
Jurisdiction: Courts of England and \Wal es

1. | NTRODUCTI ON

This Acceptable Use Policy \("AUP'\) establishes the standards and
requi rements for use of domai n names registered through Domanennane.
All customers must conply with this policy and applicable | aws.

This policy applies to:

- Al domain registrations through Domanennane

- Al websites hosted on registered domains

- Al services accessed via registered domains

- Al uses of donmain nanmeservers and DNS configuration

Failure to conply may result in domain suspension, cancellation, and
| egal action.

2. PERM TTED USES

2.1 Ceneral Permtted Uses
Domai ns regi stered through Domanennane nmay be used for

- Legitimate business operations \(websites, email, applications\)

- Personal use \(blog, portfolio, famly site\)

- Non-profit purposes \(charities, community groups, educational\)

- Content and information sharing \(news, articles, educational) Tj ETBT/F1 11

- E-commerce and sales \(retail, services, digital goods\)
- Communi cation \(email, newsletters, custoner service\)
- Parked domains \(held for future use, provided not used for abuse\)

2.2 Community and Soci al Purpose
Domai ns may be used for legitinate public benefit, including:

- Educational institutions and courses
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- Open source software projects

- Conmunity organi sati ons and associ ati ons
- Journalismand news reporting

- Research and academ ¢ purposes

- Advocacy and public interest canpaigns

2.3 Lawful Commercial Activities
Busi ness and conmerci al uses are permtted, including:

- Sal e of goods and services
- Professional services \(legal, nedical, consulting\)
- Marketing and advertising \(with conpliance to relevant) Tj ETBT/F1 11 Tf 1 0

- Affiliate marketing \(subject to disclosure requiremnments\)
- Subscription services and nenbership
- Marketplace and directory services

3. PROHI Bl TED USES

3.1 1llegal Activities
Domai ns MJUST NOT be used for:

3.1.1 Fraud and Deception
- Phi shing: Domains inpersonating legitinmate services to stea
credential s

- Fraudul ent schenes: Advance-fee fraud, Ponzi schenes, pyramd
schenes, fake investnment schenes

- ldentity theft: Using another person's identity
- Financial fraud: Credit card fraud, wire fraud, cheque fraud

- Fake credentials: Falsely clainmng professional qualifications,
| i censes, or authorizations

- Fake services: |npersonating governnent agencies, banks, or
| egi ti mate busi nesses

- Romance scans: Deceptive romantic relationships for financial gain

3.1.2 Mal ware and Botnets
- Malware distribution: Hosting nmalware, viruses, trojans, spyware,
ransomaar e

- Botnet command and control: Operating or hosting botnet
infrastructure

- Exploit kits: Hosting tools or kits designed to conprom se systens
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Cryptom ners: Hosting or distributing software that hijacks
conmputi ng resources

Keyl oggers and spyware: Distribution of data-stealing software

. 1.3 Spam and Unsolicited Comrunications

Emai | spam Sending unsolicited bulk email \(SPAM)

Open relay abuse: QOperating enail servers for spamrel ay

Spam di stribution: Providing spamdistribution services

Comment spam Autonmat ed posting of spam conments on bl ogs/foruns
SM5 spam Sendi ng unsolicited text nessages

Tel emar keti ng abuse: Illegal telemarketing calls or faxes

.1.4 Intellectual Property Violations

Trademark counterfeiting: Selling counterfeit goods

Tradenmark infringenent: Using tradenarked nanmes to deceive

\ (cybersquatting\)

Copyright infringenent: Hosting infringing copyrighted content
\'(wi thout license\)

Piracy: Distribution of pirated software, filns, nusic, ganes
Pl agi ari sm Passing off others’ work as your own

Trade secret theft: M sappropriation of confidential business
i nformation

.1.5 Exploitation of Mnors

Child exploitation material: Any content depicting child abuse

Child sexual abuse material \(CSAM): Strictly prohibited; reported
to authorities

Child groom ng: Using domain to sexually exploit or manipul ate
m nor s

Child sex trafficking: Using domain to facilitate trafficking
Chil d endangernent: Any activity that endangers mnors’ safety

.1.6 Illegal Drugs and Pharnmaceutical s
Drug trafficking: Sale or distribution of illegal drugs
Prescription drug sales: |llegal sale of prescription medications

Wi t hout prescription
Counterfeit pharmaceuticals: Selling fake nedications

Uncontrol | ed substance: Distribution of banned or controlled
subst ances

. 1.7 Weapons and Expl osi ves

Il egal weapons sales: Sale of weapons banned in rel evant
jurisdictions
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- Explosives: Distribution of explosive materials or instructions

- Bonb-maki ng: Hosting instructions for creating expl osives or
weapons
- Ammunition trafficking: Illegal ammunition sales

3.1.8 Financial Crines

- Money laundering: Facilitating illegal transfer of proceeds
- Tax evasion: Facilitating tax evasion or financial fraud
- Sanctions evasion: Crcumenting international sanctions

- Terrorist financing: Facilitating funding of terrorist
organi sati ons

- Bribery: Soliciting or offering illegal paynents

3.1.9 Docunent Forgery and Fraud

- Forged docunents: Creating or distributing forged credential s,
| i censes, passports

- Fake degrees: Selling fake educational credentials

- False certifications: Ofering illegitimte professional
certifications

3.2 Abuse and Har assnent

Domai ns MJUST NOT be used for:

3.2.1 Harassnent and Threats
- Harassnent: Targeted harassnent, bullying, or intimdation of
i ndi vi dual s

- Threats and extortion: Death threats, threats of viol ence,
extorti on demands

- Doxxing: Publishing private personal information with intent to
har ass

- Defamation: Publishing false statenments to damage reputation

- Stal king: Persistent unwanted contact or surveillance of
i ndi vi dual

- Swatting: False emergency calls targeting specific individuals

3.2.2 Hate Speech and Di scrimnation
- Hate speech: Content pronoting hatred, violence, or discrimnation
based on:
- Race or ethnicity
- Religion
- Gender or gender identity
- Sexual orientation
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Disability
- Nationality
- Age
- O her protected characteristics
- Incitenent to violence: Encouragi ng violence agai nst protected
groups
- Discrimnation: Discrimnatory services or content

3. 2.3 Harnful Content

- Sui ci de pronotion: Hosting content pronoting suicide or self-harm

- Eating disorder pronotion: Pronoting eating disorders or self-harm
diets

- Violence pronotion: Pronoting or glorifying violence

3.3 Intellectual Property Infringenent
Dormai ns MUST NOT be used for:

3.3.1 Copyright Infringenment

- Pirated content: Hosting or distributing pirated filns, TV, nusic,
games

- Infringing replicas: Copies of copyrighted works w thout |icense

- Unauthorized mrrors: Mrroring copyrighted sites w thout
perm ssion
- Streaming piracy: Ofering pirated streans of copyrighted content

3.3.2 Trademark Viol ations

- Cybersquatting: Registering domains with fanmous trademarks with
intent to profit or defraud

- Typosquatting: Simlar domains intended to deceive users \(e.g.,) Tj ETBT/F1

- Trademark inpersonation: |npersonating tradenark hol ders

- Counterfeit goods: Selling counterfeit products branded with
t rademar ks

- Brand confusion: Using simlar branding to create confusion with
| egi ti mate busi nesses

3.3.3 Patent Infringenent

- Unaut hori zed use: Using patented technol ogy without |icense
- Patent evasion: Designing products to circunvent patents

3.4 Conpliance Violations
Domai ns MUST NOT be used in violation of:
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3.4.1 Regul atory Conpliance

- Ganmbling \(unlicensed\): QOperating unlicensed ganbling or betting

- Pharmaceuticals: Selling prescription drugs or medi cal devices
wi t hout proper |icensing

- Financial services: Ofering investnent, insurance, or financial
services w thout proper authorization

- Tel emarketing: Unsolicited narketing calls or TCPA violations \(US\)

- COPPA violations: Collecting data from children under 13 without
parental consent

- GDPR violations: Processing personal data in violation of GDPR

3.4.2 Payment Card |ndustry

- Card fraud: Phishing or stealing card information
- Card testing: Testing stolen card nunbers
- Carding: Unauthorized use of payment cards

3.4.3 Msleading Practices

- Fal se advertising: Deceptive advertising or nmarketing clains
- Pyram d schenes: Milti-Ilevel narketing schenes

- Lottery scanms: Fake lottery or prize schenes

- Mracle cures: Fraudulent health clains or fake nedications

4. DOVANENNAVE' S DEFI NI TI ON OF ABUSE

4.1 What Constitutes Abuse
Domanennane consi ders the foll ow ng conduct "abuse"
Techni cal Abuse:

- Open mail relay or DNS recursion \(allowing third parties to use) Tj ETBT/F1

- DNS anplification attacks or reflection attacks

- Port scanning or network reconnai ssance fromthe domain
- Brute force attacks targeting other services

- Hosting or running botnets, proxies for attacks

Servi ce Abuse:

- Spamm ng or unsolicited comuni cations

Mul tiple conplaints fromthird parties about the donain’s use
Reselling or redistributing the donmain for prohibited purposes
Using the domain as a proxy to evade other restrictions

Pol i cy Abuse:
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Fal se or misleading registration information
Knowi ngly regi stering for prohibited purposes
Regi stering to inpersonate anot her person or entity

Regi stering specifically to avoid consequences of previous domain

cancel | ati on

4.2 I ndicators of Abuse

Domanennanme nmonitors for

Spam reports: Conplaints from | SPs, anti-spam organi sations
\ (Spamhaus, URIBL, etc.\)

Mal ware reports:

Phi shing reports
Traffic anal ysis
Content anal ysi s

Detection by security firnms \(VirusTotal,) Tj ETBT/F1 11 Tf 1

: Reports to anti-phishing organisations
: Unusual patterns suggesting abuse
: Automated or nanual review of hosted content

Third-party reports: Conplaints fromusers, trademark hol ders,

copyri ght owners
Law enf or cenment :

Reports from |l aw enforcenment or security agencies

4.3 Reputation Mnitoring

Domanennane uses third-party services to nonitor domain reputation

Servi ces Used:

Spamhaus DNS Bl ockli st \ ( DNSBL\)

SURBL \ ( Spam URI

Real -time Bl ock Lists\)

VirusTotal \(nalware detection\)

URLhaus \ (mal ware distribution\)

Phi sht ank \ (phi shing site database\)

Googl e Safe Browsing \ (mal ware and phi shi ng\)
Abuse. ch \ (mal ware tracking\)

If Listed:

Domai n owner notified i mediately
Renedi ati on steps provi ded
OQpportunity to cure before suspension

Permanent |isting may result in cancellation

5. CONSEQUENCES OF VI CLATI ONS

5.1 Consequences Escal ation

Donanennane -
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Violations of this policy result in escal ating consequences:

5.1.1 Level 1: Warning \(Mnor First Violation\)

- Trigger: First mnor violation; no harm denonstrat ed

- Action: Email warning sent to account hol der

- Response Required: Customer nust acknow edge and agree to conply
- Monitoring: Account subject to 30-day nonitoring period

Exanpl es:

- Inconmpl ete renoval of infringing content after request
- First spam conplaint not yet substantiated
- First configuration issue enabling abuse

5.1.2 Level 2: Conditional Suspension \(Mderate Violation\)

- Trigger: Second violation or first noderate violation

- Action: Donmin suspended; custoner contacted inmediately

- Requirenment: Custonmer nust take corrective action to renedy

- Cure Period: 5-10 working days to remedy and provi de evi dence
- Tineline: If not cured, proceeds to pernanent suspensi on
Exanpl es:

- Continued spam after warning

- Malware di scovered and not renoved within 24 hours
- Repeated phishing attenpts

- Multiple copyright conplaints

5.1.3 Level 3: Permanent Suspension \(Serious/Repeated Violation\)
- Trigger: Failure to cure Level 2, or serious violation

- Action: Donain permanently suspended; no cure period

- Access: Customer cannot access or nodify domain

- Expiration: Donain remains suspended until expiration

- Recovery: No recovery possible

- Refund: No refund of registration fees

Exanpl es:

- Malware hosting; crimnal activity
- Child exploitation materi al

- After-warning repeated phishing

- Botnet command and contr ol

5.1.4 Level 4. Cancellation and Account Termination \(Severe/Crimnal) Tj ETBT/

- Trigger: Severe crimnal activity; immnent harm
- Action: Donmin cancelled i mediately; account term nated
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- Record: Incident docunented and reported to authorities if
appropriate
- Escalation: May be reported to | aw enforcenent, | CANN, registries

- Consequence: Account banned; custoner prohibited fromfuture
regi strations

Exanpl es:

- Child sexual abuse materi al

Ongoi ng nmoney | aunderi ng
Bot net infrastructure

I mMm nent threat to public safety

5.2 I nmedi ate Suspensi on Wt hout WArning

The following violations may result in i medi ate suspension w t hout
warni ng or cure period:

- Child exploitation material: Automatic inmedi ate suspension

- Malware: Malicious software detected; imedi ate suspension until
renedi at ed

- Botnet: Conmand and control infrastructure; imedi ate suspension
- Law enforcenent request: Upon | egal demand; imedi ate conpliance

- Active fraud: Ongoing theft or financial fraud; immediate
suspensi on

I Mm nent harm Situations where del ay woul d cause serious harm

5.3 Domain Del etion and Account C osure
Domanennane reserves the right to:

- Delete the domain fromthe registry \(permanently\)

- Term nate the custonmer account \(no future registrations\)

- Bl ock paynent nethods associated with the account

- Report to authorities \(law enforcenent, |CANN, registries\)
- Pursue | egal damages for harm caused

- Revoke WHO S Privacy \(if active\l)

6. | NVESTI GATI ON AND ENFORCEMENT

6.1 Domanennane’s | nvestigation R ghts

Upon suspected viol ati on, Domanennanme has the right to:

6.1.1 Evidence Gathering

- Revi ew donai n configuration and DNS records
- Exam ne website content and hosted files

Domanenname - Senplice, veloce e puntuale, come gestire un doni nio.
www. domanennane. com | i nf o@onanennane. com - Part of Crisaleo Linited



- Access server logs and traffic data

- Review email records and conmuni cati ons

- Collect conplaints and reports fromthird parties
- Request information from customner

6.1.2 Cooperation with Authorities

- Respond to | aw enforcenent requests

- Provide data to I CANN, registries, or regulators
- Participate in abuse investigations

- Preserve evidence for |egal proceedings

- Cooperate with other registrars and | SPs

6.1.3 Technical Analysis

- Conduct nmalware scans and vulnerability tests
- Analyse traffic patterns

- Revi ew DNS configurations

- Check for open relays, proxies, or conprom ses
- Monitor reputation lists and bl acklists

6.2 Custoner Notification
Domanennane will notify custonmers of:

- Specific abuse allegation or violation

- Evidence supporting the claim\(where legally perm ssible\)
- Consequences and renedi ation required \(if applicable\)

- Cure period \(if applicable\)

- Appeal process

Noti ficati on Method:

- Email to account hol der and administrative contact

- Email to address on file

- Control panel notification \(if applicable\)

- Wthin 48 hours of determ nation \(where tinme-sensitive\)

6.3 I nvestigation Tineline

Abuse | nvestigation Process:

| Step | Tineline | Action | |------ [---------- [ -------- | | Report
Received | I'mediately | Ticket created; severity assessed |

Initial Review | 24 hours | Prelimnary investigation; notification
sent | | Detailed Investigation | 2-5 days | Evidence gat hered;

anal ysis conducted | | Decision | 5-10 days | Determination of

vi ol ati on; consequences determined | | Notification | Same day as
deci sion | Custoner informed of decision and next steps | | Cure

Period \(if applicable\) | 5-10 days | Customer has time to renedi ate
| | Enforcenent | Upon deadline | Suspension or cancellation
i mpl ement ed |
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6.4 Energency Situations
For urgent abuse with i mrediate harmri sk:

- Imredi ate suspension w thout investigation delay

- Exanpl es: Active malware, ongoing fraud, child exploitation,
bot net

- Custoner notified within 24 hours
- Full investigation conducted post-suspension
- Appeal available after investigation conplete

7. CUSTOVER RESPONSI BI LI TY

7.1 Custoner oligations

Al'l custoners are responsible for:

7.1.1 Legitimte Use

- Using the donmain only for |Iawful purposes
- Conmplying with all applicable | aws

- Complying with this Acceptable Use Policy
- Conplying with | CANN policies

- Complying with local and national |aws

7.1.2 Security

- Securing your account with strong passwords
- Enabling two-factor authentication

- Not sharing account credentials

- Protecting agai nst account conprom se

- Monitoring account for unauthorized access
- Reporting account conprom se i mediately

7.1.3 Content Managenent

- Reviewi ng content hosted on your domain

- Ensuring content does not violate this policy

- Renoving infringing content when requested

- Complying with takedown notices

- Not allowing third parties to host prohibited content

7.1.4 Third-Party Use

- If others use your domain, you are responsible for their use
- Ensure third parties conmply with this policy

- Monitor third-party use of your donmin
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- Inplenment appropriate controls and agreenents
- Renove third-party access if violations occur

7.1.5 Abuse Reporting

- Report abuse of your dommin to Donmanennane inmediately
If your domain is conpronised, notify support at once
- If you receive abuse conpl aints, respond pronptly

- Cooperate with investigations

7.2 Liability for Domain Use
Inmportant: As the registered owner, you are liable for:

- Al uses of the donain

- Content hosted on the domain \(even if by others\)
- Emails sent fromthe donmain

- Al services accessed via the domain

Third-party use if you allow or enable it

You cannot claim "I didn’t know' or "Soneone else used it" as a
defense if you failed to nonitor or secure the domain

7.3 Due Diligence
Custoners shoul d:

- Review domain content regularly

- Monitor for unauthorized changes

- Check DNS records for unexpected nodifications
- Review email security \(SPF, DKIM DVARC\)

- Stay inforned about domain reputation

- Respond to abuse conplaints pronptly

8. APPEAL PROCESS

8.1 Right to Appea

If your domain is suspended or cancell ed, you have the right to
appeal the decision

Excepti ons:

- Child exploitation material \(no appeal\)
- Law enforcenent demands \(no appeal\)
- Severe crimnal activity \(appeal considered but unlikely to) Tj ETBT/F1 11 T
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8.2 Appeal Procedure
Step 1. Request Appea

- Email: support @omanennamne. com
- Subject: "Appeal - Domai n Suspension/ Cancellation - [Domain Nane]"
- I'ncl ude:
- Domai n name
- Suspensi on/ cancel | ati on date
- Your explanation of the situation
- Evidence contradicting the allegation
- Renediation steps taken \(if applicable\)
Step 2: Initial Response

- Confirmation received within 24 hours
- Case nunber assigned

- Appeal acknow edged

Step 3. Appeal Review

I ndependent review \(not original investigator, if possible\)
Det ai | ed consi derati on of custoner’s evi dence

Re- eval uation of original findings

I nvestigation tineline: 10-15 worki ng days
Step 4: Appeal Decision

- Witten decision provided
Det ai | ed expl anati on of reasoning
| f uphel d: Next appeal process \(if available\)

- If reversed: Domai n unsuspended i nedi ately; service restored

8.3 Appeal G ounds
Val i d grounds for appeal:

- Factual error: Oiginal investigation reached incorrect conclusion
- New evi dence: Evidence not available during original investigation

- Disproportionate response: Puni shnent exceeded the violation
severity

- Procedural error: Incorrect process followed in investigation
- Mstaken identity: Domain confused with another donmain

- Technical issue: False positive from automated systens

Not valid grounds:

- Disagreenent with policy

- Personal hardship or financial |oss

- That you were unaware of the policy
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8.4 Second Appeal
If appeal is denied, a second appeal is avail able:
Escal ati on to Managenent :

- Email: | egal @omanennane. com

- "Second Appeal - [Domain Nane] - [Original Case Nunber]™
- Seni or managenent review

- Response within 15 worki ng days

- Fi nal decision from Domanennane

8.5 External Appeals
If second appeal is denied, custoners may seek review t hrough

- ICANN: If I CANN policy violation

Regi strar dispute: Contact with registry

- Legal action: Cvil court proceedings

- Alternative Dispute Resolution: Mediation or arbitration

9. THI RD- PARTY COPYRI GHT AND TRADEMARK NOTI CES

9.1 DMCA Conpl aints \(USA\)

For custonmers with domains subject to USA law, the Digita
M |1 enni um Copyright Act \(DMCA\) provides a notice-and-takedown
pr ocedur e:

Noti fi cation Requirenents:

- Witten notice to domanennane

I nclude identification of copyrighted work

- Include location/URL of infringing content

- Include your contact information

- Certification under penalty of perjury that claimis accurate
Domanennane Response:

- Notice sent to domain owner \(custoner\)
- Custoner has 10 days to respond/di spute

I f not disputed, content renoved or donmain suspended
If disputed, natter may proceed to | egal system

9.2 Trademark Conpl aints
For trademark infringenment clains:
Conpl ai nt Process:

- Send notice to | egal @onanennamne. com
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I nclude trademark registration details

I ncl ude evi dence of infringenent

I nclude jurisdiction where tradenmark registered

- Include proposed renmedy \(renoval, cancellation, transfer\)
Domanennanme Response:

I nvestigation within 5-10 days

- Notification to domai n owner

- If infringenment confirmed: Renediation required

- Dispute resolution available for contested cl ains

9. 3 Expedited Response
For emergency situations \(active fraud, iminent harm):

- Email: | egal @omanennane. com
- Subject: "Urgent: [Domain Nane]"
- Fastest possible response and action

10. PROHI Bl TED USES - SPECI FI C EXAMPLES

10. 1 Phi shing Exanpl es \ (Prohibited\)

These dommi n uses are prohibited as phishing:

- Domai n "paypal.cont \(looks like PayPal\) requesting login
credential s

- Domai n "bank-security-verification.com' sending fake bank enails

- Domai n "amazon-account-al ert.conf requesting paynent information

- Domain "social -verification-service.cont asking for account
details

Renedy if Suspected: Report to anti-phishing organization and
Domanennane i nmedi ately.

10. 2 Mal ware Hosting Exanples \(Prohibited\)
These dommi n uses are prohibited as mal ware hosti ng:

- Downl oad links to executable files containing viruses

- Aut omat ed drive-by downl oad attacks

- Ransomware distribution

- Renpte access trojans

- Spyware or info-stealing software

Renedy if Suspected: Report to security firm\(VirusTotal,) Tj ETBT/F1 11 Tf 1 C
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10. 3 Copyright Piracy Exanples \(Prohibited\)
These dommi n uses are prohibited as copyright infringenent:

- Links to pirated novies or TV shows

- Torrent files for copyrighted ganes

- eBook piracy sites

- Software cracks and keygens

- Unaut hori zed stream ng of copyrighted content

Renedy if You Hold Copyright: Send DMCA notice to Domanennane with
evi dence.

10. 4 Cybersquatting Exanples \(Prohibited\)

These domai n uses are prohibited as cybersquatting/tradenark
vi ol ati on:

- "mcrosft.cont \(Mcrosoft typosquat\) selling software

- "applle-store.cont \(Apple typosquat\) with fake products
- "bankof engl alnd. cont \(legitimte bank inpersonation\)

- "amazOn-official.cont \(Amazon inpersonation with store\)

Renmedy if Tradenmark Hol der: File UDRP conplaint or send notice to
Domanennane.

11. COVPLI ANCE W TH LOCAL LAWS

11.1 Multi-Jdurisdictional Conpliance

Domanennane enforces this policy globally, but conpliance with |ocal
laws is customer’s responsibility:

Custoners nust conply with:

- Laws of the country where domain is registered
- Laws of the country where content is hosted

- Laws of countries where domain is accessible

- Laws of the customer’s jurisdiction
International |aws applicable to the activity

11.2 Legal Anbiguity
If legality of dommin use is unclear

- Consult legal counsel in your jurisdiction

- Contact |ocal regulatory bodies for guidance
- If in doubt, do not proceed

- Domanennane nmay suspend pending |legal clarity
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11. 3 Jurisdiction-Specific Rules
Exanpl es of jurisdiction-specific rules:

- Ganmbling: Legal in some jurisdictions, prohibited in others

- Pharnmaceuticals: Prescription drug sales permtted in sone,
prohibited in others

- Financial services: Regulations vary by country

- Content: Some speech protected in some jurisdictions, banned in
ot hers

Domanennane Position: Enforcenment depends on applicable | aws;
custormer responsible for conpliance in their jurisdiction.

12. MONI TORI NG AND ENFORCEMENT MECHANI SMS

12.1 Automated Monitoring
Domanennane uses automated systens to detect abuse:
Systens | ncl ude:

- Mal ware scanners: Regul ar scans of domai n content

- Spamfilters: Mnitoring for spamrelated activity

- IP reputation: Mmitoring IP reputation lists

- DNSBL nonitoring: Checking agai nst spam bl acklists

- Traffic analysis: Unusual patterns or behavior

- Content scanni ng: Autonmated keyword and pattern matching

12.2 Limtations of Automation

I nportant Note:

Aut omat ed systens not perfect; false positives can occur
- Manual review foll ows any automated action
Appeal process available for incorrect autonmated decisions

Humans revi ew all suspension/cancel | ati on deci si ons

12.3 Regul ar Audits
Domanennane conducts:

- Quarterly conpliance audits

- Annual policy reviews

- Third-party security assessnents
- Reputation list nonitoring

- Registrar partner collaboration
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13. ZERO TOLERANCE | TEM5

13.1 Absolutely Prohibited - No Second Chances

The following activities result in i medi ate permanent suspension

with NO appeal or cure period:

- Child sexual abuse material \(CSAM)

- Active botnet command and contro

- Illegal weapons trafficking

- Drug trafficking \(illegal substances\)

- Terrorismrelated activity

- Money laundering for crimnal organi sations

- Ongoi ng fraud causing financial harm

- Law enforcenent bl ocklist: Donains on | aw enforcenment bl ockli st
\(e.g., FBI, Interpol\)

These are reported to authorities i mediately and donai n cancel |l ed

per manent|ly.

14. POLI CY CHANGES AND UPDATES

14.1 Changes to Policy
Domanennanme nmay update this Acceptable Use Policy:
Noti ce Requirenent:

- 30 days’ advance notice via enai
- Notice published on website

- Notification in control panel
Cust oner Rights:

- Custoners have 30 days to conply with new policy
- O cancel donmin w thout penalty
- Continued use = acceptance of new policy

14.2 Policy Review
This policy is reviewed:

- Annual ly: Full conprehensive review
- Quarterly: Updated for known threats and abuse types

- As needed: In response to new |l egal requirenments or significant
i ncidents
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15. CONTACT | NFORNMATI ON

For Abuse Reports:

- Email: abuse@omanenname. com

- Wb Form https://domanennane. conir eport-abuse

Urgent line: https://domanennamne. conlreport-abuse-urgent
I ncl ude: Domai n nane, type of abuse, evidence/ URL

For Appeal s:

- Email: support @omanenname. com

- Subject: "Appeal - [Domain Nane]"

- Include case nunber from original suspension
For Questi ons:

- Email: support @omanenname. com

- Web: https://domanennane. coni support

- Hours: 9 AM- 6 PM CET, Mnday to Friday
For Legal Noti ces:

- Email: | egal @omanennane. com
- Address: 7 Bell Yard, London, England, WC2A 2JR

16. GOVERNI NG LAW

This Acceptable Use Policy is governed by:

- Laws of Engl and and WAl es

- I CANN Pol i ci es and Procedures

Applicable international |aw

Local laws of jurisdiction where activity occurs
Jurisdiction:

- Courts of England and WAl es have jurisdiction
- I CANN UDRP arbitration may apply for domain disputes

Version: 1.0 Last Updated: 18th May 2026 Next Review 31st Decenber
2026 Effective Date: 18th May 2026

Approved by: CRI SALEO LI M TED Legal & Conpliance Team

Important Disclainmer: This policy nmust be read in conjunction with
Domanennane’ s Ternms of Service and all applicable policies. In the
event of conflict, the nost restrictive interpretation will be
applied to ensure regul atory conpliance and customer protection.
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